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Eight practical guides to take your business digital. Step by step, in plain language. 
No technical background needed. 
 
 
Available in English - Sinhala - Tamil 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
 

 

M O D U L E  0 6  

Staying Safe Online 

You do not need to be a tech expert to protect your business online. You need to know the three 
things that cause 90% of all cybersecurity incidents and how to prevent them. This module is the 
fastest return on 45 minutes you will ever get. 
~45 minutes   -   Do this with your whole team 

 Why this matters:  A scam email that tricks your employee into sending LKR 50,000 to a fake 
supplier. A password breach that locks you out of your own accounts. These happen to Sri 
Lankan businesses every day. Most are completely preventable with basic habits. 

 

S T E P - B Y - S T E P  G U I D E  

01  Use a password manager for all business accounts 
Using the same password for your email, banking app, and social media means one breach unlocks 
everything. A password manager, Google Password Manager (built into Chrome, free) or Bitwarden 
(free), creates and remembers unique strong passwords for every account. You only need to remember 
one master password. A strong password is at least 12 characters with numbers and symbols. 
Google Password Manager (free)  -  Bitwarden (free) 

 
Before: one password used everywhere leaving all accounts exposed. After: unique strong password for each account 

 
 
 
 
 

02  Turn on two-step verification on every critical account 



 
 

 

Two-step verification means that even if someone steals your password, they still cannot log in without 
your phone. Turn it on for: your business email, Google account, banking app, and social media. On 
most services: Settings, Security, Two-step verification. Takes 3 minutes per account and stops most 
account takeovers completely. 
Google Authenticator (free)  -  Built into most banking apps 
Tip: When you set up 2FA, write down the backup codes on paper and store them safely, not on your phone. If your 
phone is lost, these are your way back in. 

 
Phone settings showing two-step verification turned on and five accounts to protect 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

03  Teach your team to spot a scam message 



 
 

 

Phishing is when a criminal sends a message pretending to be your bank or a government body to trick 
you into clicking a link or sharing a password. Warning signs: extreme urgency such as Your account will 
be closed in 24 hours, a link that does not match the real website, or requests for your OTP by call or 
message. Your bank will NEVER ask for your OTP. If in doubt, hang up and call the bank directly using 
the number on their official website. 
Rule: never share your OTP with anyone 
Tip: Share this with every person who has access to your email, banking, or social media. Most breaches start with 
one employee clicking a link they should not have. 

 
Side by side comparison of a scam email and a real bank email with warning signs labelled 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
 

 

04  Back up your data every week 
A backup is a copy of your important files stored somewhere other than your main computer. Google 
Drive (free up to 15GB) or a USB drive kept at a separate location are both valid options. SITS provides 
automated daily cloud backups with a 30-day restore window under their Command package. 
Google Drive (free, 15GB)  -  SITS Secure Cloud Backup 
Tip: Set a recurring reminder every Sunday: Back up business files. Takes 5 minutes and has saved entire 
businesses. 

 
The 3-2-1 backup rule: 3 copies, 2 locations, 1 offsite - and a list of files to back up weekly 

 
A F T E R  T H I S  M O D U L E  
v  Unique strong passwords on every business 
account 
v  Two-step verification protecting your critical 
accounts 
v  You and your team able to identify a scam 
message 
v  Weekly data backups running automatically 
or by habit 

C O M M O N  M I S T A K E S  
x  Sharing your password with staff. Create 
separate accounts for each person 
x  Clicking links in WhatsApp messages that 
claim to be from your bank 
x  Backing up only to your phone. It can be lost 
or stolen too 
x  Ignoring software update notifications. They 
fix known security holes 

 
G L O B A L  I N S I G H T  -  S I N G A P O R E  C Y B E R S G  P R O G R A M M E  
Singapore found that SMEs who completed a structured cybersecurity programme reduced their 
incident rate by 67% within 12 months. The biggest factor was not the technology. It was staff 
awareness training. Human error caused 89% of incidents. This module directly addresses that. 



 
 

 

 


